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LEARNING OUTCOMES

- Expand internal auditor toolbox

2- Develop effective performance metrics

3- Use internal audit as an improved cost
control device
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INTERNAL AUDIT

COMPONENT OF MULTIPLE =
MANAGEMENT SYSTEMS

1SO 9001: 2000 (ISO/DIS 9001:2008)
1SO 14001: 2004

Regulatory Systems
¥ Process Safety (OSHA)
¥ Risk Management Program (EPA)
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INTERNAL AUDIT

ADDS VALUE!
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HOW?

¥ . AUDITS PROCESS NOT PEOPLE

IDENTIFIES ISSUES NOT PROBLEMS

ASKS HARD QUESTIONS

USES THE LANGUAGE OF $$ (costs)TO
REPORT RESULTS
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AUDITOR TOOLBOX

AUDIT PROCESSES NOT PEOPLE
PRACTICE OBJECTIVITY

Bias is instinctual
Reduce auditor bias
Compile a roadmap to ROOT CAUSE
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SEEK OUT ISSUES

BEFORE THEY ARE PROBLEMS

= Internal audit focus is @reventiveO
action
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SEEK OUT ISSUES

BEFORE THEY RESULT IN
NORMALIZATION OF DEVIATION

Space Shuttle Challenger
Disaster

Endoscopy Center of Nevada
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SEEK OUT ISSUES

BEFORE THEY ARE VIOLATIONS
EPA Policy

"Incentives for Self-Policing: Discovery,
Disclosure, Correction and Prevention
of Violations", 65 FR 19,618 (04/11/00)
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SEEK OUT ISSUES

CREATE EVIDENCE/ AUDIT TRAIL =

OBSERVE behaviors & implementation

REVIEW documentation (electronic,
paper,process customer web sites, etc.)

INTERVIEW: internal process operators &
external process customers
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EVIDENCE COLLECTION
TOOLBOX

OBSERVE behaviors & implementation

¥ OUTSIDE DISTRACTIONS
¥ UNCONSCIOUS ACTIONS
¥ GROUPTHINK

¥ AUDIT INTERRUPTIONS
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EVIDENCE COLLECTION
TOOLBOX

REVIEW documentation (electronic, paper,
process customer web sites,public
records, etc.)

NCONSISTENCIES
LLEGIBILITIES
NFORMATION OVERLOAD
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EVIDENCE COLLECTION
TOOLBOX

INTERVIEW

Internal process operators

External process customers (may be
Internal to the organization, but not the
process)
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HARD QUESTIONS

Use appropriate questions and @oneO
for different levels/ functions in the
organization

DonOOTalkbownO
DonOassume an answer
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HARD QUESTIONS

= Does the system account for
language/ cultural variation?
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HARD QUESTIONS

= Does the system account for physical
variations in personnel?
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HARD QUESTIONS

= What elements of the system/process
cause hassles?
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HARD QUESTIONS

= How would YOU (the interviewee)
Improve the process?
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HARD QUESTIONS

= What happens when the primary
process operator Is not available (i.e.
vacation, iliness, etc.)?
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HARD QUESTIONS

= Can linkages be verified?

¥ Electronic systems vs. paper based
systems

¥ Documents to records
¥ Records to documents
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HARD QUESTIONS

= Do you have any other place you store/
record the information?
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HARD QUESTIONS

= Can the electronic access limits to
documents/ records be verified?
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DOCUMENTATION REVIEW

Documents
¥ Internal Origin
¥ External Origin

Records

¥ Paper based
¥ Electronic

¥ Public
¥ Other
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DOCUMENTATION REVIEW

DOCUMENTS

¥ Do process operators understand internal
documents?

Readability
Linkage to records
Suitable as a training curriculum
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DOCUMENTATION REVIEW

DOCUMENTS

¥ Can process operators locate internal
documents if they are not at their normal
work station?

¥ Is this a desirable/necessary skill?
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DOCUMENTATION REVIEW

DOCUMENTS

¥ Are documents of external origin available
at the correct revision level?

¥ What happens if electronic document
system goes down?
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DOCUMENTATION REVIEW

¥ Are electronic documents tamper &
hacker resistant?

¥ |s that resistance sufficient?
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DOCUMENTATION REVIEW

RECORDS * _________ '

¥ Electronic record security
¥ Duplication: paper/ electronic
¥ Exception reports
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DOCUMENTATION REVIEW

RECORDS * _________ '

- How does the system prevent
“identity theft”?
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DOCUMENTATION REVIEW

RECORDS * _________ '

- Are Personnel confidential records
really protected?
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DOCUMENTATION REVIEW

RECORDS &

- Are there logical @xceptionOreports
which can be obtained to validate
activity or point to anomalies requiring
further study?
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REPORTING RESULTS

TYPICAL
PERFORMANCE METRICS

Number of issues

Location (process/product) of issues
Issue subject

ISsue type
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REPORTING RESULTS

ARE TYPICAL
PERFORMANCE METRICS

EFFECTIVE IN PROMOTING
IMPROVEMENT?
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SHOW ME THE $$$$

BUSINESS LEADERS$ $PEAK THE
LANGUAGE OF MONEY
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WHAT IS THE COST?

COMMUNICATE AUDIT RESULTS
THROUGH THE PERFORMANCE
METRIC OF DOLLARS/ COSTS
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MONETARY METRICS

INTERNAL AUDIT FINDING

POTENTIAL/ ACTUAL IMPACT OF
FINDING

CASH VALUE OF IMPACT
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WAR STORIES
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LEARNING OUTCOMES

1- Expand internal auditor toolbox

2- Develop effective performance metrics

3- Use internal audit as an improved cost
control device
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AUDITS ADD VALUE!!

AUDIT PROCESSES
IDENTIFY ISSUES
ASK HARD QUESTIONS

REPORT RESULTS IN THE
LANGUAGE OF $$ (costs)
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